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Foreword
The Institution of Mechanical Engineers is delighted to have partnered with Arm in producing this 
insightful and timely survey of global attitudes of engineers towards the Internet of Things in 2020.
  
At a time of economic and social upheaval as the world copes with the impact of Covid-19, new ways 
of working are being adopted with connectivity and IoT devices at their heart. There’s never been a 
better time to understand engineers’ attitudes about the change sweeping through the industry.

In my home sector of automotive engineering, I have seen an exponential rate of change with 
engineers racing to get up to speed and exploit new connected technologies in both how they work 
and also in the products they design and develop. The challenges are significant but the potential 
rewards more so.

As our data shows, the IoT has already positively impacted and has greater potential to further 
significantly revolutionise engineering – from enabling predictive maintenance in manufacturing 
to boosting the development of connected and autonomous vehicles. These changes match up well 
with the IMechE’s mission of ‘improving the world through engineering’, and we’re determined to 
support engineers in developing the skills they need in the connected world in which we now live.  

Terry Spall, President 
of the Institution of 
Mechanical Engineers
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Making the connections that 
will enhance what tomorrow’s 
mechanical engineers can do

Charlene Marini, 
Vice President and 
General Manager, 
IoT Devices, Arm

About Arm

Arm is the world’s 
leading technology 
provider of silicon 
IP for the intelligent 
System-on-Chips at 
the heart of billions 
of devices. Our 
portfolio of products 
enables partners to 
get to market faster. 
Arm removes the 
complexities of IoT 
with complete IoT 
products and pre-
integrated subsystems 
that enable customers 
and partners to design 
and deploy flexible IoT 
solutions rapidly.
From providing 
the IP for the chip 
to delivering the 
cloud services that 
allow organisations 
to manage the 
deployment of 
products throughout 
their lifecycle 
securely, Arm offers a 
complete Internet of 
Things (IoT) solution 
for our partners 
and customers, it’s 
rooted in Arm’s deep 
understanding of the 
future of compute and 
security.

www.arm.com

The case for accelerating IoT deployments for industrial systems is a given when considering the 
optimisation needs of organisations today. And the need to advance resilience, remote control and 
flexible manufacturing will be made even stronger in the post-pandemic world. But it’s one case to 
make the argument, it’s quite another to bring global IoT rollouts to maturity in the complex, tight-
margin sectors that mechanical engineers inhabit.
 
Arm itself is a company filled with engineers, but our world is somewhat different to that of most 
of the engineers this survey engaged. Arm’s people operate at the cutting edge of semiconductor 
design – helping to push the chip technologies forming the bedrock of all advanced electronics 
sectors. We also push what it’s possible to do with those devices by offering up ways to connect, 
manage, protect and update them, and get insights from the data they’re yielding.
 
Some 165 billion chips into Arm’s journey, we’re witnessing our world expand beyond old event 
horizons and now Arm engineers must collaborate far more broadly. We’re talking on a regular basis 
with engineers from diverse disciplines, particularly mechanical engineers, as we all work out how 
to push the world more efficiently through the current digital transformation era.
 
Exploring what is working and what isn’t with IoT deployments from the perspective of 
professional engineers was the primary reason for Arm working with the IMechE. The findings 
from this survey of 1,800 engineers paint a mixed picture of real excitement about what connected 
technologies are already enabling while underlining the rollout challenges all companies are dealing 
with. 
 
The engineers surveyed come from a broad swathe of industrial sectors; manufacturing, utilities, 
energy and including automotive which had its own set of questions. We hope this report helps you 
benchmark your own digital journey against your peers and gain best practice and avoid the pitfalls 
along the way.

http://www.arm.com
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Executive summary
The Internet of Things (IoT) will revolutionise engineering and manufacturing. By connecting 
even the most basic devices and sensors, it will enable new levels of insight into the inner workings 
of industrial machines, grid infrastructure, cars and much more. It will help designers glean new 
insights that will enhance next-generation products, and enable site managers to predict and fix 
problems before anything goes wrong.

But how quickly is the Internet of Things being adopted in 2020? What are engineers embracing, 
and what are they struggling with? Which barriers must be overcome before all industrial sectors 
can take advantage of the IoT revolution? To find out, Professional Engineering teamed up with 
Arm, the company designing the chip technology architecture behind most IoT devices, to survey 
more than 1,800 international engineers working across manufacturing, aerospace, automotive, 
construction and more. 

Our findings show that engineers are very interested and aware of the potential of IoT, and 
believe that predictive maintenance and real-time monitoring will be the key benefits. Automotive 
engineers, in particular, believe the IoT will have a significant impact on the way vehicles are 
designed and engineered.  

The adoption of IoT technology has been slow but steady, with the majority of companies already 
implementing it or planning to – although spending over the past three years has remained stable 
rather than rising. Most companies plan to adopt a hybrid approach utilising some third-party 
services rather than building their own systems. There were different views on which connectivity 
technology was best, with respondents praising the stability and speed of non-cellular connections 
such as wi-fi, while acknowledging that they lack the versatility of cellular connections such as 4G. 

A slight regional divide was observed in the data. North American engineers were more likely 
than those in the rest of the world to see the IoT as a broad tool, not just limited to predictive 
maintenance. However, they were twice as likely to cite security and budget as the most significant 
deployment concerns rather than knowledge about adoption. 

More broadly, global respondents said they were generally concerned about security and the cost 
of installation. Engineers are clearly aware of the benefits of the IoT and keen to incorporate it into 
their work, but there remain some hurdles to overcome to truly realise its potential. 
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Limitless possibilities
Our respondents cited hundreds of potential uses for IoT devices within their companies and 
sectors, ranging from the simple to the potentially revolutionary. “Predictive maintenance is 
something our company is very interested in and has already started doing,” says one. “The lead 
times on some of our key items can result in aircraft being grounded and knowing in advance when 
a part would need replacing is a major step forward.”

Another respondent was excited about the potential benefits of IoT in terms of supply-chain 
management. “It can control the production of different materials needed at different times 
to make the finished product,” they say. “It can inform when to order raw materials to avoid 
deficiency and how much to stock.” An engineer who works for a company dealing with filtration 
systems believes the IoT will help them understand the performance of filters and gain a “real-time 
indication of the quality of fuel going to the injectors, alongside potential blocking of the filters”. 

IoT could also mesh well with other developing technologies being rolled out. “IoT would be mainly 
used to control, monitor and mechanically adjust 3D printers remotely, especially in large volumes 
of production,” writes one manufacturing engineer. “Additionally, IoT will aid in the collection of 
important data about printing that could lead to design optimisation per printer, minimised print 
failures and bespoke machine settings.”

There were a range of preferences on how best to adopt IoT. Most respondents (32%) preferred 
a hybrid approach, incorporating off-the-shelf or turnkey elements with some custom parts and 
software, while others (19%) preferred an entirely in-house approach. Engineers seem to favour 
swift, frictionless deployment at scale – so they can use the time and money saved to add value 
where it matters. 

The highest IoT priority cited by engineers was its role in monitoring and optimising performance, 
with 32% stating it was the most valuable high-level use of IoT within their company. This is 
perhaps surprisingly low, particularly when looking within each sector, but may be a sign that  
engineers are broadening their horizons. Fourteen per cent of respondents said informing 
operational decision-making would be the most valuable use case, with a similar proportion (14%) 
calling out predictive maintenance, and 14% opting for optimising process or design. Slightly fewer 
(9%) thought the IoT would be useful in enabling their business’s strategic decision-making. 

are using 
IoT data to 

monitor the 
performance 
of equipment 
or operations

27%

Do you/your company favour a turnkey  
IoT solution or are you looking to  
custom-build?

How is the gathered data 
being acted upon?

n Data has been underutilised  
n To inform strategic decision making
n To inform operational decision making
n To monitor performance of equipment or 

operations  
n To enable predictive maintenance
n To optimise product or design process

n Turnkey solution 
n Custom approach
n Hybrid approach
n In house  
n Other 

What is the most valuable high- 
level use of IoT technology in your 
company/sector?

n Informing strategic decision making
n Informing operational decision making
n Monitoring and optimising performance of 

assets
n Predictive maintenance
n Optimising process of design
n Not applicable

9.24%

14.35%

31.87%
14.23%

14.47%

15.84%
25.92%8.59%

9.95%

11.48%

16.85%

27.21%

16.51%

26.40%

32.46%

18.66%

5.98%
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Automotive revolution
The IoT has huge potential across all engineering sectors and markets, but there’s one area set 
to be totally transformed by it, and that is automotive. Connected sensors are already delivering 
radical change in the way transportation systems work and personal transport is at the forefront. 
There is broad adoption of ADAS in all modern vehicles and electric autonomous vehicles are being 
developed rapidly by the world’s biggest software and engineering organisations. The sensors are 
being embedded in their millions – acting as vehicles’ eyes and ears – and it’s crucial for engineers 
to get their designs absolutely right. 

A total of 268 automotive engineers responded to our survey and almost half (47%) cited 
safety enhancement as the most valuable use of the IoT at their company. The IoT’s impact on 
autonomous driving, servicing and manufacturing was also considered highly important. 

In terms of the specific sensing technologies considered most important, there was an almost equal 
split between radar (27%), lidar (30%) and ultrasonic (28%), hinting at a potential hybrid future for 
vehicle sensors, with redundancies and multiple inputs to increase safety.

The addition of sensors will undoubtedly impact vehicle design broadly, with 40% of automotive 
engineers – according to our data – believing electrification and autonomy will have the biggest 
impact on the powertrain, followed by navigation and infotainment systems (22%) and the engine 
(21%). 

There are also potentially important implications for fleet management too. Nearly half (46%) of 
automotive engineers believe predictive maintenance will be the biggest way that mass fleet data 
can help to increase the lifetime and value of vehicles, while 20% said IoT insights would inform 
future product design. A similar proportion thought data from connected cars would provide 
valuable real-time telematics and location tracking.

of automotive 
engineers 

believe safety 
will be a key 
use of IoT 

technology

47%

What are the pre-eminent detection 
technologies moving forward?

n Radar 
n Lidar
n Ultrasonic
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n Facilitating predictive preventative maintenance 
n Targeted timely software upgrades
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Where will electrification and autonomy 
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How could mass data from an 
autonomous fleet help you increase the 
value and lifetime of individual vehicles?

n Powertrain
n Engine
n Materials
n Intelligent surfaces
n Navigation and infotainment
n Cabin layout

15.09%

26.89%

30.19%

27.83%
45.78%

14.22%

20.00%

20.00%

40.36%

20.63%

9.42%

21.52%

2.69%

5.38%
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IoT adoption slow but steady 

Survey respondents took a patient approach towards adopting the Internet of Things – although 
the majority had already trialled deployments or planned to. Less than a third (30%) were not 
planning to use the IoT as part of their engineering problems, while a further third (30%) were 
still conducting research. A quarter had already implemented IoT technology, with 16% in early 
implementation, and just under one in 10 (10%) had carried out extensive implementation.

For such an emergent and exciting market move, we don’t see the investment ramping at the 
rate that might be expected; 41.8% said their investment in IoT had remained broadly flat over 
the past three years. However, the majority of respondents were convinced by the IoT, stating 
that understanding advanced data was important for the future of their business, with nearly 75% 
describing it as very significant or somewhat significant. 
 
So what are the barriers to adoption for those companies yet to engage with IoT? In the 
quantitative questions, engineers cited a lack of buy-in across the wider organisation, with security 
and training most likely to be a primary concern. There were three main reasons that emerged: first, 
a lack of understanding about how to apply or roll out IoT devices. “There is a gap in understanding 
within industry of what it is and what it can do,” writes one respondent. “There’s also a lack of 
understanding on whether this is a nice to have or a must have, especially for smaller enterprises.” 

Second, a lack of budget. “There needs to be a value discussion as IoT will probably increase 
product cost, but what benefit can the manufacturer or customer get from the data collected?,” 
says Martin Cross, chair of the Manufacturing Industries Board at IMechE. “There must be added 
value.” A quarter of respondents (26%) said collected data had been under-utilised.  

Finally, security concerns over connecting sensitive data streams to the internet, and the safety 
implications of things going wrong remained high: “I think that we are well on the way to 
IoT dominating the way we do things,” says one entry. “However, I think there are still more 
technological advancements to be made until we trust and allow IoT enough to let it become a key 
tool in engineering practice.” The concerns differ depending on what stage engineers are at in their 
IoT journey. Those not planning are put off by security concerns. Those in early implementation 
seem to be struggling with cross-functional buy in, while those in the research stage see budget as 
their biggest barrier. 

say advanced 
data is 

significant for 
their business

75%

To what extent are you using, or 
planning to use, the Internet of Things 
as part of your engineering projects?

What’s the biggest technical barrier to 
widespread adoption of IoT devices in your 
sector or company?

n Not planning  
n In research
n In planning
n  Early implementation 
n Extensive implementation

n Very significant  
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n Neither significant nor insignificant
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out IoT devices 
n Security concerns

How significant is the IoT and the 
understanding of advanced data to the 
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29.78%
16.32%

9.71%

30.85%
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37.67%

24.41%
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Connectivity challenge
For the IoT to work effectively and safely, it is crucial that devices – whether they’re cloud-
connected machines or autonomous vehicles – have a reliable connection. Our respondents agreed, 
with 59% saying reliable connectivity was essential to operation and performance. 

Engineers are designing devices with a range of connected options, ranging from LTE M to LoRa. 
The most popular options are the ones you’d expect; 68% mainly used wi-fi and 38% were opting for 
4G LTE. Bluetooth is another frequent inclusion (26%) while some go for the high bandwidth and 
low latency of cabled Ethernet, suitable if mobility isn’t an issue. 

When asked to pick their top three criteria for selecting a connectivity technology, the most popular 
options were flexibility (55%), range (54%) and power usage (36%). When asked to choose the 
three biggest weaknesses of cellular connectivity compared to non-cellular technologies such as 
wi-fi, reliability was seen as the biggest weakness of cellular (60%), with performance (51%) and 
price (42%) also seen as potential challenges. But respondents also recognised the many benefits of 
cellular too: flexibility in operation (55%), coverage (54%), and ease of management (34%). Security 
was also cited as a significant concern despite the well-publicised security benefits of devices like 
smartphones over conventional wi-fi-connected PCs. 

say reliable 
connectivity 
is essential 
to their IoT 

devices

59%

What are the biggest weaknesses of 
cellular connectivity (eg NB-IoT) vs non-
cellular (eg Wi-Fi?) (Pick your top three)

What types of connectivity technology 
do you most commonly use when 
designing/building connected devices? 
(Pick your top three)

What are your criteria when selecting a 
connectivity technology for your device? 
(Pick your top three)

n Wi-Fi
n Ethernet
n 4G LTE
n Bluetooth
n 3G
n Other

n LTE M
n NB IoT
n ZigBee
n SigFox
n LoRa

n Flexibility
n Range
n Power usage
n Latency
n Penetration
n Other

n Reliability
n Performance
n Price
n Complexity
n Power usage
n Other

43.31%

38.04% 35.60% 42.25%

26.44% 26.96% 26.12%

10.30% 22.63% 19.30%

7.62% 8.92% 8.27%

4.70%

3.16%

2.92%

2.35%

2.27%

68.45% 54.74%

53.77%

60.42%

51.50%
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Regional differences 
Although there was broad agreement between engineers in North America and elsewhere, we saw 
key differences in attitudes and uptake. North American engineers were slightly more likely to 
work for companies planning IoT deployments. Also only a quarter (26%) of US-based engineers 
said their organisations had no plans to roll out IoT technology, compared with 30% of engineers 
working outside North America.
 
Views on the biggest technical barriers to adoption were also quite different. Generally, engineers 
everywhere cited a lack of understanding as the primary barrier to adoption (38%), above budget 
(26%) and security concerns (24%). But in North America, security (43%) and budget (36%) were 
easily the two biggest considerations, which suggests higher levels of education on IoT within the 
engineering function but perhaps not elsewhere in the company. 

There was a broader spread of responses to a question about the highest-value uses of IoT, 
suggesting that North American engineers are aware of a wider range of potential applications 
beyond the usually cited use case of predictive maintenance. That may also explain why North 
American respondents were far more likely to be pursuing a custom approach to IoT adoption 
(45%) compared to those elsewhere (26%).

North American 
engineers were 
twice as likely 
to cite security 
as the biggest 

barrier to  
IoT adoption

2x
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Future hurdles
There is still much work to be done before companies reap the full benefits of the Internet of 
Things. To do so, they’ll need to fully integrate connected technology into their design processes 
from the start. “Connected products will allow companies to understand how their products are 
actually used rather than estimating average duty cycles,” says IMechE’s Martin Cross. “This 
will allow for design optimisation between factors including total cost, robustness, and product 
performance.”

However, as we stand today, a quarter (26%) say the IoT is still not being used to enhance their 
engineering and design processes. One in five (22%) say the IoT has led to greater complexity, while 
a slightly higher one in four engineers (24%) say processes have been streamlined. The rise of the 
IoT has also created a slight change of emphasis, whether that’s on security (15%), or upon external 
experts who can help them adopt IoT (13%). 

Today, engineers are still reliant on fairly blunt indicators of the health of machines and 
components, with just under half (48%) stating that structural integrity is still the clearest indicator 
of failure. The hope is that connected devices will enable more granular assessments and predictive 
maintenance. The dream of a single, connected digital dashboard showing the health of every 
component and machine remains a distant prospect for most companies; only 15% of respondents 
say they already have it deployed but the majority (58%) say it’s more than a year away. 

Perhaps the biggest hurdle remains security, a real concern even for companies that have  
already embraced the IoT. The majority (85%) of respondents said they are concerned about the 
IoT potentially raising their cybersecurity risks, with 30% saying they are extremely concerned.  
Security is also the most important factor in deciding where IoT data is stored (41% of  
respondents cited this). 

are extremely 
concerned 
about the  

IoT raising their 
cybersecurity 

risk

30%

How is the IoT impacting your design 
and engineering processes?

What is the most important factor when 
deciding where IoT is stored?

n Experiencing added complexity
n Processes have been streamlined
n Placed a heavier emphasis upon external experts
n Placed a greater emphasis upon security
n No impact

What is the single most useful indicator 
of the failure of a machine or a 
component?

n Structural integrity (deformation, 
breaks, visual decay)

n Materials (weakness shown in 
materials test etc)

n Temperature (excessive heat, 
fluctuations outside tolerances)

n GDPR compliance
n	 Privacy/security
n Regulatory compliance
n Efficient decision making
n Better control of systems and processes
n Technical limitations

47.75%

21.05%

31.20%

22.09%

24.14%
15.19%

25.53%

13.05%

7.35%

41.37%

12.96%

19.16%

10.49%

8.67%
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